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We are continually working to support students in feeling well and safe
at school, to enable them to “live life to the full”. Within school, Mrs
Hughes, Mr Anderson and Miss Lambert make up the safeguarding
team and are available, alongside the Year Leaders and Student
Support, to offer support and guidance when needed. We also have a
superb relationships with the NHS Wellbeing in Mind Team who work
in school each week, the Police School Liaison Officer (PC Boyle) and
Change Direction youth mentoring. A wide range of topics are covered
in PSHE lessons during both tutor time and timetabled RS / PSHE
lesson, to support students in keeping safe.

Online Safety

During the holidays, students’ use of social media often increases as they may
have more spare time. Whilst social media and gaming can be a fantastic
way to connect with people, it also has its dangers. This bulletin aims to look
at some key online safety guidance, relating to some of the most popular

apps and online dangers.

Content covered: Instagram messaging; CEOP; Report Harmful Content; TikTok;

SnapChat
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Instagram Direct Messages

Instagram has set up a new setting
which enables users to block messages
from unknown senders. This is a great
new feature which will support young
people staying safe on the app.

1. Tap the profile icon in the bottom
right-hand corner in the app

2. Then tap the menu icon (three
horizontal lines) at the top-right corner
and select settings.

3. Go to privacy and then choose
messages.

4. To stop direct messages from
unknown people, tap the others on
Instagram option and then don’t
receive requests option.
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The role of CEOP is to keep children safe from grooming and
abuse online. They are there to help, give advice to parents,
carers and young people, and you can also make a report to

rectly. There is also a wealth of information on their

Thinkuknow website .

Some o
include:

CEOP ¢

f the things that young people have reported to CEOP

Someone | met in an online game keeps trying to talk to me
privately

Someone online is putting pressure on me to do things |
don’t want to do

Someone online was talking to me about sex and it made
me feel uncomfortable

Someone online kept asking me to meet them face-to-face
and | feel pressured by them

Someone | don’t know is asking me to live-stream and do
things | don’t want to do

| shared a nude image with someone online and they are
threatening me

an be contacted via their report button on

www.ceop.police.uk or via the ‘click CEOP’ button if you see it

online.
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TIKTOK

TikTok is a video-sharing social media app which lets people create, view and download looping
15-second clips. Typically, these are videos of users lip-syncing and dancing to popular songs or
soundbites (often for comic purposes), enhanced with filters, effects and text. Designed with young
people in mind, TikTok skyrocketed in popularity in 2019 and has featured near the top of download
charts ever since. It now has around a billion users worldwide.

AGE-INAPPROPRIATE CONTENT 7/

Most videos appearing on a child’s

feed are light-hearted and amusing.
However, some clips have been
reported for featuring drug and alcohol
abuse, themes of suicide and self-harm,
or young teens acting in a sexually
su?gestlve way. The sheer volume of
uploads is impossible to moderate entirely -
and since TikTok Jump’s introduction in
mid-2021, users can view third-party
content outside the app.

EXPLICIT SONGS

TikTok primarily revolves around videos

of users lip-syncing and dancing to music.
Inevitably, some featured songs will contain
explicit or suggestive lyrics. Given the a_?dp's
young user-base, there is a risk that children
may view older users’ videos and then be
inclined to imitate any explicit language

or suggestive actions.

TIKTOK FAME

The up? has created its own

celebrities: Charli D'Amelio and Lil

Nas X, for example, were catapulted

to fame by exposure on TikTok -

leading to many more teens attempting

to go viral and become “TikTok famous™.
While most aspirin stars hoping to be ‘the
next big thing” will find it difficult, setbacks
may inturn prompt them to go to even more
drastic lengths to get noticed.
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HAZARDOUS VISIBILITY

Connecting with others is simple on TikTok -
including commenting on and reacting to
users’ videos, following their profile and
downloading their content. The majority of
these interactions are harmless, but -
because of its abundance of teen users —
TikTok has experienced problems with

~ \ predators contacting young people.
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Like all social media platforms, TikTok can
be extremely addictive. It can be hugely
entertaining - but that also makes it hard to
rut down. As well as the punchy nature of

he short video format, the app’s ability to
kee? users intrigued about what's comin?
next means it’s easy for a 5-minute visit to
turn into a 45-minute stay.

There’s an in-app option to purchase
‘TikTok coins’, which are then converted
into digital rewards for sending to content
creators that a user likes. Prices range from
99p to an eye-watering £99 bundle. TikTok
is also connected with Shopify, which allows
users to buy products through the app.

for Parents & Carers {

TALK ABOUT ONLINE CONTEN

Assuming your child is above TikTok's

Adv?c‘:e

MAINTAIN PRIVACY SETTINGS

The default setting for all under 16s’ accounts is ’

age limit, talk to them about what -~ ;?rlvote'. Keeping it that way is the safest solution:

they've viewed on the app. Ask their opinion
on what's appropriate and what isn’t. Explain
why they shouldn’t give out personal details
or upload videos which reveal information
like their school or home address. In the long
run, teaching them to think critically about
what they see on TikTok could help them to
become social-media savvy.

ENABLE FAMILY PAIRING

‘Family Pairing’ lets parents and carers link their

own TikTok account to their child’s. Through your

mobile, you can control your child’s safety settings
remotely - including limiting screen time, managin

their ability to exchange messages (und with whom%
and blocking a lot of age-inappropriate content. TikTok’s
Safety Centre also provides resources for parents and
carers to support online safety among families. These
resources can be found on their website.

splice cli
and ‘Due
by recording your own video alongside their original
features are now only available to over 16s. This might

s ambitions of social media stardom,

clash with your child
but it will fortify their account against predators.

means only users who your child approves can
watch their videos. The ‘Stitch’ (which lets users
?'s(from other people’s videos into their own)

where you build on another user's content

USE RESTRICTED MODE

In the app’s ‘Digital Wellbeing’

section, you can filter out

inappropriate content (specific

content creators or hashtags, for

instance) using ‘Restricted Mode’. This

can then be locked with a PIN. You should
note, though, that the algorithm moderating
content isn’t totally dependable - so it’s wise
to stay aware of what your child is watching.

Meet Our Expert

Parven Kaur is a social media expert and digital media

consultant who is passionate about improving digital literacy for @
parents and children. She has extensive experience in the social P\
media arena and is the founder of Kids N Clicks: a web resource

that helps parents and children thrive in a digital world.

SOURCES: www.tiktok.com

LEARN ABOUT REPORTING
AND BLOCKING

With the correct privacy settings applied,
TikTok is a relatively safe space. However, in
case something does slip through, make sure
our child knows how to recognise and report
nappropriate content and get them to come
to you about anything upsetting that they've
seen. TikTok allows users to report anyone
breaching its guidelines, while you can also
block individual users through their profile.

MODERATE SCREEN TIME

As entertaining as TikTok is, you can
help your child to manage their time on it in
the ‘Digital Wellbeing’ section. Under ‘Screen
Time Management’, you can limit the daily
permitted time on the app (in increments
ranging from 40 minutes to two hours). This
?re erence can also be locked behind a PIN.
hat wu¥, your child can get their re%ular

dose of TikTok without wasting the whole day.
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& www.nationalonlinesafety.com

Y @natonlinesafety

{3 /Nationalonlinesafety
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Users of this guide do so at their own discretion. No liability is entered into. Current as of the date of release: 27.10.2021




WhatiParentst&iCarersINeed|to,;know about -

~SNSRPCHAT >

Snapchat is a photo- andyideo-sharing app which alsolallows users to chat with friends via text or audio.
Users can share Imagesland videos with specific friends; or.ithrough a ‘story’ (documenting the previous
24 hours) visible to their/entire friend list. Snapchat usageirose during the pandemic, with many young
people utilising it tol [connect with their peers. The app continues to develop features to engage an even
larger audiencejand emulate current trends, rivalling platforms such as TikTok and Instagram.
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Meet Qur Expert

Dr Claire Sutheriand is an online safety consultant, educator and
ressarcher who has developed and implemented anti-bullying
and cyber safety policies for schools. She has written various
academic papers and carried out research for the Austrafian

nt comparing internet use and sexting behaviour of
young people in the UK, USA and Australia.

@ www.nationalonlinesafety.com ’ @natonlinesafety n [NationalOnlineSafety @nationalonlinesafety
Users of this guide do so at their own discretion. No liability is entered into. Current as of the date of release: 03.11.2021



REPORT Node Images

HAR M F U L Students in all year groups are taught about online safety
and consent, at an age-appropriate level within PSHE.

Co N T E N T The sending of indecent images is covered within this
content. Earlier this year, the NSPCC released a new

online tool through their service for young people,

Report Harmful Childline. The Report Remove Tool has been created in
Online Content conjunction with the Internet Watch Foundation (IWF). The
tool allows those under 18 to report nude images or
‘Report Harmful Content’, provided by UK videos of themselves. The IWF will then work to have the
Safer Internet Centre and operated by the image removed from the internet. More information can
SWGCHAL, is a national reporting centre that has be found here:
been designed to assist everyone in reporting
harmful content online. ‘Our aim is fo empower https://www.childline.org.uk /infoadvice /bullying-
anyone who has come across harmful content abusesafety /online-mobilesafety /remove-nude-
online to report it by providing up to date imageshared-online /

information on community standards and
direct links to the correct reporting facilities
across multiple platforms.” The reporting ) °g

centre offers advice and support including the DEP@RT
following types of online harm: L

* Threats .

* Impersonation g/l
* Bullying or harassment -
* Self-harm or suicide content
* Online abuse

* Violent content

* Unwanted sexual advances
* Pornographic content ]

Find out more at: reportharmfulcontent.com R

Mental Health and Wellbeing Support

Christmas is a very positive time for many, but a really tricky season for others. These are some suggested
organisations who can provide support and help over the festive season if it is needed:

Kooth

Kooth has multiple functions. Their team of accredited counsellors are available
ﬁ to provide support via their online chat function, whatever the issues are on a
XA KX person’s mind. They have a messaging service as some people prefer this to

the chat function, as well as message boards and an online magazine. This
service is available 365 days per year. www.kooth.com

Childline ° o

Childline is a service run by the NSPCC and helps those under 19 with any Ch | ldllne

Issues that they face. Trained counsellors can be accessed via their website chat

(www.childline.org.uk) or phone (0800 1111). ONLUINE, ON THE PHONE, ANYTIME

Shout

Shout is available to support in a crisis, for those feeling stressed, anxious or
overwhelmed by something. It is a text service which can be reqched on

for support in a crisis

Key Safeguarding Contacts:

Mrs Hughes (Designated Safeguarding Lead): z.hughes@bhs.hlt.academy

Mr Anderson (Deputy Designated Safeguarding Lead): r.andesron@bhs.hlt.academy
Miss Lambert: (Deputy Designated Safeguarding Lead): s.lambert@bhs.hlt.academy

Further information can be found on the school website.




